KHUiBCbKUM HAIIOHAJIbHUNA YHIBEPCUTET
IMEHI TAPACA HIEBUEHKA

®AKYJLTET KOMII'IOTEPHUX HAYK TA KIGEPHETUKHU
Kadenpa maTeMaTH4HOl iHpOpMATHKH

P —

et
Y ",
PR i
=

oA BT 2020 poxy

R P

POBOYA IMPOI'PAMA HABYAJIbBHOI AUCHUILITHA
BE3IEKA JAHUX Y MAIIMHHOMY HABYAHHV
DATA SECURITY IN MACHINE LEARNING

,aas cryaentis / for students

rajgy3b 3HaHb 12 — Indopmaniiini texnostorii / Information Technologies
(wugpp i nazea)
creniaibHICTh 122 — Komn’rotepni naykun / Computer Science
(wugp i Hazea cneyianibHocmi)
ocBiTHii piBenb  marictp / Master's educational level
(MonoOowwii Gakanasp, 6akaiasp, mazicmp)
OCBITHS ITporpama Martemaruuni Meroau LLITyunoro Iurenexkty /
Mathematical Methods of Artificial Intelligence
(Hazea 0c8imHbOl npozpamu,)

BH MUCHMIUTIHM  BHGipKOBa / selective

dopma HaBUAHHSA JeHHA
HapuanbHu# piK 2020/2021
Cemectp 3
Kinbkicts kpeautiB ECTS 6
MoBa BUKJIaJaHHs, HABYaHHS
Ta OLIIHIOBAHHS yKpaiHCbKa, anriiicbka/
Ukrainian, English
dopma 3aKJIFOYHOT0 KOHTPOJIIO icmuT/exam
Bukanaui: npodecop OuiiiHUK Anapiit CrenaHoBUY “M.H.
[Ipononrosano: Ha 20 Np0Mup M‘Wy/ 0F«MM» O 20 Up.
ga20 /20 H.p. ( Y« » 20 p.
KHIB - 2020

© Ouniiinuk A.C., 2020 pik



Po3po6uuk: Ouaiiinuk Anapiit CrenanoBu4, 1. ¢.-M. H., npodecop kadeapu MaTeMaTHYHOT
iHpOpMaTHKH

3ATBEP/DKEHO
3aBiusz\q\\Ki1¢eupu MaTeMaTH4YHOI iIHpOpMaTHKH

(Tepemenko B. M.)

(nianuc \\V'\ (npi3Buwe Ta iHitianm)
\

IMporokon Ne \Z|sin« 2 » Led a0 2025 p.

CxBasieHo 'apaHTOM OCBITHbO-HAyKOBOI nporpamMu «MaTteMaTH4Hi METOAM IITYYHOIO

iHTeneKTy» ? (3aBaacbkuii 1.0.)
s

C

«2» ;i w4 20_Lp.

CxBajieHO HayKOBO-METOJMYHOIO KOMICi€l0 (aKyJbTeTy KOMII'IOTEPHMX HayK Ta KiGepHeTHKH

[Iporokon Bin« 2. » < é:—a“g 20 Zopoky Ne

["os10Ba HayKOBO-METOAMYHOI KOMICIT (Omenpuyk JIJL.)

(mianuc) (7/ (npi3BuLLe Ta iHILAH)

« 2 » ce ko i TR 20 Zopoxy

© Ouaiiinnk A.C., 2020 pik



1. MeTa AUCUMIUIIHM: JaTW 3HAHHSA MPO 3aXUCT CyYacHUX 1HGOPMAIIHHUX CHCTEM, 3aXHUCT
NEPCOHATBHUX JAHUX Ta 3aXHCT KOMIT FOTEPHUX MEPEXk, 3pO3YMITH KIIOUOBI TEPMIHU Ta MOHSTTS B
iHdopmariiiHii Oe3merti, 3po3yMiTH Kpunrorpadito, ii pPO3BUTOK Ta JEAKi KIIOYOBI METOIU
mMdpyBaHHs, 10 BUKOPUCTOBYIOTHCS ChOTOJHI, @ TAKOXK KpUNITOrpadiyHi MPOTOKOIH.

/

Discipline aim. To give knowledge about securing modern information systems, protect personal
data, and secure computer networks, understand key terms and concepts in information security, gain
an understanding of cryptography, how it has evolved, and some key encryption techniques used
today, as well as cryptographic protocols.

2. IlonepenHi BUMOIH 10 ONAaHYBaHHS 200 BUOOPY HABYAJIBLHOI AUCHMILIIHH/
Preliminary demands to master or choice of the course discipline:

1. 3namu: 6a30Bi quctuiIiad «MaTeMaTHYHI METOM KOMIT IOTEPHOTO 30py» Ta «PosmnoaineHi
cucteMu 0OpoOKu iHQopMalii», a TaKoXK OCHOBHI KOMITOHEHTH 1H(QOpPMAIIMHUX CHCTEM, OCHOBH
anredpu, Teopii IMOBIpHOCTEH Ta Teopii yncelnl. 3HaHHS TEXHIYHOI aHTITIChKOI MOBH Ha piBHI B1.

2. Bmimu: po3po0nsTH, aHami3yBaTH Ta 3aCTOCOBYBATH MPOTPaAMHI CUCTEMH JJIsi PO3B’SI3aHHS
3aB/IaHb Ta MPUKIATHUX 33724, BUKOPHCTOBYIOUH Cy4acHI METOIN PO3POOKHU MPOrpaM.

/

1. To know: basic disciplines “Mathematical methods of computer vision” and “Distributed
information processing systems”, and also basic components of information systems, foundations of
algebra, probability theory and number theory. Level B1 technical English skills.

2. To be able to: develop, analyse and apply software systems to solve problems and applied tasks
using modern software development methods.

3. AHoTauis HaB4YaJbHOI Aucuuniny / Synopsis of the course:

Hauanbna nucnumiina «be3neka JaHUX y MallIMHHOMY HaBYaHHI» € BUOIPKOBOIO HaBUATHHOIO
JUCITUTIIIHOIO Y CKJIaJl OCBITHBO-HAYKOBO1 MPOTpaMy MiATOTOBKH (haxiBIiB «MaTreMaTuuHi METOIH
IITYYHOTO 1HTENEKTY» 3a JpyruM (MariCTepChbKMM) pIBHEM BHUIIOI OCBITH rany3i 3HaHp 12
«Iadopmartiitai  TexHosorii» cmerianbHocTi 122 «Komm'rotepHi Hayku». Bona 3abe3neuye
npodeciifHuil pO3BUTOK CTYAEHTIB MaricTpaTypH, CipsiMOBaHa Ha (OpPMyBaHHS TEOPETHYHUX OCHOB
Ta TPAKTUYHUX HABUUYOK 3a0e3medeHHs Oe3nekd i1H(OpMAaIliiHUX CHUCTEeM, JOCTIDKCHHS 1
BUKOPUCTaHHSA KPUNTOrpadiyHUX aJTOPUTMIB 1 MPOTOKOMIB JUIS JOCATHEHHS Lijel iHdopmaliiHol
Oesrneku. Bukianaerscs y 1 cemectpi 2 Kypey mMarictparypu B o0cs3i — 6 kpeoumie ECTS.

VY kypci mepenbaueHo 2 3micmosux uacmuHnu, 1 Konokeiym, 5 nabopamopuux pooim.
3aBepuIyeThCs TUCIUTIIIHA ICIIUTOM B 3 CEMECTi.

/

The discipline "Data security in machine learning" belongs to the list of selective disciplines. It
provides professional development for graduate students, aimed at forming the theoretical foundations
and practical skills of information systems security, research, and use of cryptographic algorithms and
protocols to achieve information security goals.

4. 3aBnanns (HaBuaabHi niii)/ Objectivesofstudy:
OCHOBHUMH 3aB/IaHHSIMU JUCHUILTIHYN « be3neka qaHux y MalmMHHOMY HaBYaHHI» € HAaOyTTs 3HaHB,
YMiHb Ta HaBMYOK (KOMIIETEHTHOCTEH) Ha pPIBHI HOBITHIX JOCATHEHb B oOyacTi iH(popMariiHoi
Oe3IeKH BIMOBITHO 10 OCBITHROT KBaTi(piKaIlii MaricTp KOMIT FOTEPHUX HayK. 30KpeMa, PO3BUBATH:
e 3aTHICTP CIUJIKYBAaTHCS 1HO3EMHOIO MOBOIO.
e 37aTHICTh CHUCTEMATHU3yBaTH TpodeciiiHi 3HAHHA IIOJ0 CTBOPEHHS MPOTPAMHOTO
3abe3neucHus (CK19.2).
/

© Ouaiiinuk A.C., 2020 pix



Objectives (learning objectives): acquiring knowledge, skills, and competencies at the level of
the latest achievements in programming, according to the scientific and educational qualification of
“Master”. In particular, to develop:

e The ability to communicate in a foreign language.
e Ability to systematize professional knowledge on software development (SC 19.2).

5.Pe3yabTaTn HaBYaHHA 3a AucuuILIiHO/ Results of learning:

PesyabraT HaBuanHs (PH)

(1. 3nartu; 2. BmiTH; 3. KoMmyHikamis; 4. aBTOHOMHIiCTH Ta
BiINOBiTaJBHICTH)

Kon

PesyibTaT HAaBYaHHA

®opmu (Ta/a60
MeTOaH i
TEXHOJIOTii)
BHKJIAJaHHA i
HaBYAHHSA

MeToau OLiHIOBAHHSA
Ta MOPOTOBHIi
KpuTepiii
OoLiHIOBaHHS (32
HeoOXigHoCTi)

BincoTok y
nmiacyMKoBiii
ouinui 3
JTUCHUILTIHA

PH1.1

3HaTH OCHOBHI 3aBjaHHA iHOpMaliiiHOi Oe3neky,
3arpo3u Ta BpasinBOCTi/
To know main goals
vulnerabilities and threats

of information security,

PH1.2

3HaTH OCHOBHI 1HCTPYMEHTH JUIsl OE3IIEYHOT0 HaBYaHHs/
To know the basic tools for secure learning

PH 1.3

3HaTH  MaTeMaTW4YHi  OCHOBH  KpUNTOrpadiaHUX
aNrOpUTMIB/

To know mathematical foundations of cryptographic
algorithms

PH 1.4

3HaTH OCHOBHI KpunTorpadidaHi MPOTOKOIHU IS
0e31meyHoro HaBYaHHS/

To know the basic cryptographic protocols for secure
learning

Jexuyis/
Lecture

Konoxksiym,
icnum,

20%

aabopamopHi
pobomu/

Colloquium,
exam, labs

20%

PH2.1

Bmitn  po3pobmsatn i 3acoou
iHpopmauiiiHoi Oe3nexn/
Be able to develop and analyze information security

tools

aHaNizyBaTH

PH2.2

BwMmiti 3acrocoByBatH KpunrorpadiuHi 3aco0u s
3a0e3neueHHs iHpopMaLiiiHol Oe3nekn B MalInHHOMY
HaBYaHHI/

Be able to use cryptographic tools to ensure information
security in machine learning

Jlekyis,
nabopamopHa
poboma,
camocmitina
poboma/
Lecture,
lab,individual
work

Konoxksiym,
icnum,
aabopamopHi
pobomu/
Colloquium,
exam, labs

20%

20%

PH2.3

BwmiTi 3actocoByBaTH mporpamHi 3aco0u po3poOKH
cHCTeM

/

Be able to use systems development tools

PH3.1

OOTpyHTOBYBaTH BJIIACHWM TOTJISA  Ha  3amady,
CHIJIKYBaTHCS 3 KOJIETaMH 3 MHUTaHb IPOCKTYBaHHS Ta
PO3p0o0KH Iporpam, CKJIalaT ITHCbMOBI 3BITH

/

Be able to justify own view of the problem,
communicate with colleagues in the design and
development of programs, prepare written reports

PH4.1

JleMOHCTpalis ~ aBTOPUTETHOCTi,  IHHOBAIIHHOCTI,
BHCOKOTO CTYITEHS CaMOCTIHHOCTI, akaJeMidyHol Ta
npodeciiHoi T0O0pOoIeCHOCTI, MOCITiJOBHOI BiJIaHOCTI
PO3BUTKY HOBUX iJeli ab0 MpoleciB y TMeperoBUX
KOHTEKCTaX MpodeciitHoi Ta HayKoBOI JisSUTBHOCTI, 11O
CTOCYETHCS TEOPii Ta TEXHOJIOT{ MPOrpaMyBaHHSI.

/

Demonstration of authority, innovativeness, high degree
of independence, academic and professional integrity,
consistent dedication to the development of new ideas
or processes in advanced contexts of professional and

Jlabopamopna
poboma,
camocmitina
poboma/
Lab,
individualwor
k

Jlabopamopmni
pobomu,
Ienum/Lab, exam

5%

5%

5%
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scientific activity related to the theory and technology of
programming.

PH4.2 BiamoBiganbHO CTaBUTHUCS 1O BHKOHYBaHUX PpOOIT,
HECTH BIAIOBIJAIBHICTS 3a iX SIKICTH

/ 5%
Responsibly treat the works performed, be responsible
for their quality

6. CniBBilHOIIEHHS Pe3yJbTATIB HABYAHHA IMCHUILUIIHM i3 NPOrpaMHUMH pe3yJbTaTaMH
HaBuanHs / Correspondensebetweenlearningresultsandprogramstudyresults

PesynbTatn  HaBYaHHS
JUCIHUTLTIHH

PH1.1
PH1.2
PH1.3
PH1.4
PH2.1
PH2.2
PH2.3
PH3.1
PH4.1
PH4.2

IIporpamHi pesynbraTn
HABYAHHSA

(3 onucy oceimnboi npoepami)

IMPH17.2. 3Hartu, aHami3yBaTH, BHOWpaTH Ta
KBaJTi(hiKOBAHO 3aCTOCOBYBaTH 3aco0u
3a0e3nedyeHHs iHGOpMaIiitHOT Oe3MeKH 1 MUIICHOCTI
JaHUX BIAMOBITHO 10 PO3B'SI3yBAaHUX MPUKIATHUX
3aBJlaHb Ta CTBOPIOBAHUX MTPOTPAMHHX CHCTEM.

/ + |+ |+ |+ |+ |+ |+ ]|+ ]|+ |+

Know, analyze, select and apply qualified means of
ensuring information security and data integrity in
accordance with the solved application tasks and
created software systems.

7. Cxema ¢opmyBanns oninku/ Mark forming scheme.

7.1. ®opmu oniHwBaHHA cTyaeHTiB/ Student evaluation forms:

- OUIHIOBAHHS BIIPO/J0BK HABYAJIbHOI0 nepioay/evaluation in semester:
1. Konoksiym / Colloguium: PH1.1, PH1.2, PH1.3, PH1.4, PH2.1, PH2.2 — 15 GaniB (points)/9
OautiB (points);
2. Jlabopamopui pooomu 1-5 / Laboratory Works 1-5: PH1.1, PH1.2, PH1.3, PH1.4, PH2.1,
PH2.2, PH2.3, PH3.1, PH4.1, PH4.2 — 45 GaniB (points)/27 6aniB (points);

- nizcymkoBe oninoBanHs/final evaluation: icriut/exam.
- MaKCUMAIbHA KLTbKicmb 6anie ki modxcyms oymu ompumani. 40 Oais;
- pe3yibmamu HaguanHs aKi 0yoymos oyinoeamucs.: PH1.1, PH1.2, PH1.3, PH1.4, PH2.1, PH2.2,
PH3.1, PH4.1, PH4.2;
- hopma npoeedenHst i 6uOU 3a60aHb. TIMCHMOBA poOOTA.
- 8UOU 3a80aHb: 2 TMCHbMOBUX 3aBJaHHA (IIPAaKTUYHI 3aBJaHHA) Ta | yCHE TEeOpeTHYHE MUTAHHS;
- 1711 OTPUMAHHS 3arajbHOI MO3UTHUBHOT OLIHKHY 3 TUCHHUILIIHU OIliHKA 3a ICITUT TOBUHHA OyTH HE
MEHIIIOI0 HiXK 24 Oaiu;
- CTYy/IGHTHU He J0MYCKAIOThCA 10 ICMUT, SIKIIO MPOTATOM CEMECTPY BOHHM HaOpasiu MeHIIe Hix 36
Oauis;
- CTYACHTH HE JIOMYCKAIOThCS A0 ICIHUTY, SIKIIO MPOTATOM CEMECTPY BOHHM HE BUKOHAJIM Ta HE
3axHCTUIN pedepar.

- the maximum number of points that can be obtained by a student: 40 points;
-learning outcomes that will be evaluated: PH1.1, PH1.2, PH1.3, PH1.4, PH2.1, PH2.2, PH3.1,
PH4.1, PH4.2;
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- form of conducting and types of tasks: written work;

- types of tasks: 3 written tasks (3 theoretical questions);

- to obtain an overall positive grade in the discipline, the grade for the exam must be not less than
24 points;

- a student is not allowed to take the exam if he scored less than 36 points during the semester;

- a students are not allowed to take the exam if they have not completed and defended the abstract
during the semester..

Kputepii oninoBanHs Ha icnuti / Examination criteria for the exam

3aBnanns / Tema 3aBrannsg / MakcumaabHui Bcrnoro Bigcorkis /
Task Topic task BigcoTok Bix 40 Total
0ajiB / Maximum
percentage of 40
points
3aBmanug 1/ Task 1 TeopernyHe nUTaHHS 40% 40%
3aBmanng 2 / Task 2 3a MaTepiajaMu ITo 30% 60%
3apmanns 3 / Task 3 Kypcy / Questions on
theoretical materials
of the course
100%

Ymosu n1a6oparopHux podit/Laboratory works:

Hpuxaan 1adopaTopHoi podoTH:

3acTocyBaTH OJIMH 3 METOJIIB (heAePATUBHOTO HABYAHHS JJIsl TPEHYBAaHHS MOJETI.
[TinroryBatu 3BiT 1 BUXITHUN KOJI.

Sample Lab:
Apply one of the methods of federated learning for model training. Prepare report and source code.

3anurtanHs 10 koJokBiymy/Test questions
IIpuxaanu 3aBIaHb:

1. [Tonsarts npo BpaznuBocTi. [Ipuknamm.

2. O3naveHHs AU epeHIitHOT TPUBATHOCTI.

3. Cxemu ¢enepaTUBHOTO HABUAHHS.
Sample tasks:

1. Vulnarability notion. Examples.

2. Definition of differential privacy.

3. Schemes of federated learning.

7.2. Opranizauis ouinroBanunsi / Evaluation organization:
OOOB’SI3KOBUM € BHKOHAHHS 3aBJaHb, BUHECEHMX Ha CAMOCTIHHY poOOTY, j1aboparopHUX poOdiT Ta
KOJIOKBIyMYy 3a rpadikoM poOovoi mporpamu.

Tepminu npoBeneHHst GopM OLIHIOBAHHS:
1. Konoksiym: 00 8 mudicHs HA84aIbHO20 Nepiooy.
2. Jlabopamopni pobomu 1-5: 00 3,5,7,9,11 mudicuie HaguarbHo2o nepiody 8i0no8ioHo.

VY BUIajKy BiZICYTHOCTI CTY/ICHTA 3 TOBYKHUX PUYMH BIANPAIFOBAHHS Ta TIepe3/iadi 1a00paTopHUX

POOIT 1 KOJIOKBiyMYy 3[IHCHIOIOTBCS y BIIMOBITHOCTI /10 ,,I[OJIOKEHHS TIPO TIOPSIOK OINIHIOBAHHS 3HAHb
CTYJICHTIB TIPH KPEMTHO-MOTYJIbHIM CUCTEMI OpraHi3ailii HapdabHOTO rporiecy” Bif 1 sxoBTHsI 2010 poky.
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/ Terms of evaluation forms:
1. Colloquium: during the semester.;
2. Laboratory Works 1-5: up to 3,5,7,9,11 weeks of the training period, respectively.

7.3. lIkana BimnmosigHocTi oninok / Mark correspondence scale

Bigminno / Excellent 90-100
Hoope / Good 75-89
3anoBinbHo / Satisfactory 60-74
Hes3apoBinbho / Fail 0-59

8. CTPYKTYPA HABYAJIBHOI JUCHUIIJIIHA. TEMATAYHUA TUIAH JIEKIIIHA /
STRUCTURE OF THE DISCIPLINE. THEMATIC PLAN OF LECTURES

KinbkicTh rogun

Ne Ha3pa nekuii ... |JIaboparop| CamocrTiiiHa
Jlexkuii :
Hi pobora

Yacruna 1.«Metoau 0e3me4HOro HABYAHH
Part 1. “Methods of secure learning”

1 | Tema 1. BpasnuBocTi i 3arpo3u B MAITMHHOMY
HaBuaHHi. [[puBaTHICTH MaHUX 1 ITICHICTH MOJICIICH.
Camocmitina poboma:

BuBUMTH pUYMHM Ta HACHIIKU 3arpo3 1 Bpa3IUBOCTEH
Ha MMPHUKJIAax.

/ 6 20
Theme 1.Vulnerabilities and threats in machine
learning. Data privacy and consistency of models.
Individual work:

Case study of reasons and consequences of
vulnerabilities and threats.

2 | Tema 2. [lucdepenuiiina NpuBaTHICTb.
Camocmitina poboma:

BuBuuTH MeToaM nudepeHnifHol NpUBaTHOCTI.
/ 6 4 20
Theme 2.Differential privacy.
Individual work:

Study of methods of differential privacy.

3 | Tema 3. ®enepaTuBHE HABYAHHS.
Camocmitina poboma:

BupuuTtu Metoau genepaTuBHOrO HaBYaHHS.
/ 6 4 20
Theme 3. Federated learning.
Individual work:

Study methods of federated learning.

Konoxeiym /

Colloquium. 2

Yacruna 2.«Kpunrorpagiuti iHcTpyMeHTH 0€311e4HOTr0 HABYAHH DY/
Part 2. “Cryptographic tools for secure learning”

4 | Tema 4. Po3noxmin cekpeTry 1 JOBeIeHHS 0e3 6 4 20
PO3TOJIOIICHHS.
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Camocmitina poboma:

BuBuUNTH METOIM TOBEJICHD O€3 PO3TOJIOIICHHS.

/

Theme 4. Secret sharing and zero knowledge proofs.
Individual work:

Study methods of zero knowledge proofs.

5 | Tema S. 'omomopdHe mmdpyBaHHS.
Camocmitina poboma:

BuBuuTti MmeTou romoMopdHOTo mudpyBaHHS.
/ 6 4 20
Theme 5. Homomorphic encryption.
Individual work:

Study methods of homomorphic encryption.

6 | Tema 6. dynkiionanbHe mWUppPyBaHHS.
Camocmitina poboma:

BuBuuTti MeToM (PyHKIIIOHAIBHOTO MIU(PYBaHHS.
/

Theme 5. Functional encryption.

Individual work:

Study methods of functional encryption.

BCbOI'O/ TOTAL 38 20 120

3aranbHuii o6car 180 cooun, B omy uucii / Total duration 180 hours, namely:
Jlexuii/ Lectures — 38 cooun / hours,

Jlaboparopni/Labs — 20 ronus / hours,

Koncynprarii / Consultations — 2 eodunu / hours.

Camocriitna po6ora / Individual work — 120 coounu / hours.

9. PexomengoBani qpikepedia / Literature
Ocnoeni / Main:
1. H.Bidgoli (Ed.) Handbook of Information Security, Volume I. JohnWiley&SonsInc., 2006.
2. H.Bidgoli (Ed.) Handbook of Information Security, Volume 2. JohnWiley&SonsInc., 2006.
3. H.Bidgoli (Ed.) Handbook of Information Security, Volume 3. JohnWiley&SonsInc., 2006.
4. C.Dwork, A.Roth. The Algorithmic Foundations of Differential Privacy. Foundations and Trends

in Theoretical Computer Science, 2014, Vol. 9, Nos. 34, 211-407.

5. V.Mothukuri, R.Parizi, S. Pouriyeh, Y.Huang, A.Dehghantanha, G.Srivastava. 4 survey on
security and privacy of federated learning. Future Generation Computer Systems, 2021, Vol. 115,
619-640.

6. N.Smart Cryptography made simple. Springer, 2016.

Mooamkoei / Additional:
7. J.-P.Aumasson Serious cryptography. No starch press, 2018.

J. Katz, Y. Lindell Introduction to modern cryptography. CRC Press, 2015
9. lan Goodfellow Deep Learning. MIT Press, 2017.

*
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